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1 Introduction 
 
Use of cloud computing is about to be established in the public sector, however there are still 
unclear legal aspects regarding procurement and use. Suppliers of cloud computing services 
are often major companies who deliver standardized services. KS – the Norwegian 
Association of Local and Regional Authorities (hereinafter KS) has received several requests 
from municipalities and county authorities regarding the municipalities use of cloud 
computing, and whether it is legal and defensible to take such services in use.  
 
The law firm Føyen Torkildsen AS has thus been asked to undertake a feasibility study of the 
legal conditions when using cloud computing in the municipal sector.  
 
The final report is a result of a number of legal investigations and responses to surveys that 
have been sent to 30 municipalities and some county authorities. In addition in-depth 
interviews of three municipalities and four cloud computing suppliers have been conducted.  
 
The main purpose of this report is to provide the municipal sector an understanding of the 
regulations regarding cloud computing and provide practical advice on what possibilities the 
municipal sector has to make use of cloud computing. Initially it must be emphasized that 
there are significant possibilities to make use of cloud computing, however this possibility 
may be further improved by making some changes in the administrative practices, 
particularly by the National Archives and Record Administration.  
 
During this feasibility study we have focused on what the current legislation actually allows 
and what the municipalities actually can and should do to meet the requirements of the 
current legislation, when using cloud computing. Furthermore, the report address whether 
there is a need for change in the legislation, and in that case what changes this should be.  
 
Cloud computing is a collective term for everything from data processing and data storage, 
software on servers that are accessible from external server parks connected to the internet. 
It is common to distinguish between Software as a Service, Platform as a Service and 
Infrastructure as a Service. These services can be delivered in the form of Public Cloud, 
Private Cloud (used within a company or group), or a Hybrid Cloud (which is a combination 
of the other two delivery methods). The legal and information security issues will to a great 
extent be the same, regardless of the service- or delivery method, although specific 
assessments and the measures that must be implemented may differ. 
 
2 Legal basis 
 
It is common for major procurements of both IT and cloud services that there is a variety of 
legal framework conditions that needs to be fulfilled. Especially cloud computing is for many 
companies “uncharted territory” and you do not always know which aspects should be 
emphasized and thus not how much time and effort must be allocated to make the necessary 
assessments. In addition you often meet major suppliers with a strong market position and 
often also a strong power of conviction.  
 
The purpose of this study was to examine which laws that is an obstacle, or is perceived as 
an obstacle to the use of cloud computing, and whether there is a need for change in the 
legislation. 
 
Cloud computing has touch point with several laws and therefore raises several complex 
legal issues.  
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The report examines both the Administration Act, the Public Procurement Act and the GPA 
Agreement, the rules on protection of personal data, the Security Act, the Bookkeeping Act 
and the Archives Act. The biggest challenge relates to the Archive Act and the Accounting 
Act. The other regulations does not in principal, preclude the use of cloud computing in the 
municipal sector, but sets specific requirements that must be met.  
 
It is important to point out that a municipality, before they adopt a specific cloud service must 
perform a sufficient risk assessment in accordance with the Personal Data Act and the 
Personal Data Regulations. It is also important that the municipality ensures that they enter 
into a sufficient and adequate data processor agreement with the supplier. The checklist in 
appendix 5 in the final report specifies what should be regulated in the data processor 
agreement.  
 
The Archive Act 
 
According to the Archives Act (LOV-1992-12-04-126) section 9 letter b, public archival 
material cannot be transferred out of the country without a special permission from the 
Central Office of the National Archives of Norway. This provision is of great importance for 
the municipality’s possibilities to implement cloud computing.  
 
It may be questioned to what extent this provision – including the exceptions -  according to 
the main purpose of the provision fits, and shall apply to the use of cloud services delivered 
from other countries. This rule was written more than 20 years ago – i.e. long before cloud 
computing in its current form, or processing and storage of data in other countries was a 
reality.  
 
In September 2014 the National Archive directed an inquiry to the Ministry of Culture 
regarding the storage of electronic archives on servers abroad. In the letter the National 
Archive stated that because of section 9 letter b, archives cannot be stored on servers 
located outside Norway. This also applies to backup of the archives. The way the act is 
today, it is thus, according to the National Archive not possible to use cloud computing to 
store archive materials. However, as long as the archive and the backup are located in 
Norway, other copies may be stored outside Norway. 
 
In our view this statement from the National Archive is inconsistent with the law, when they 
consider that the archival material cannot be transferred out of the country. In the Archival 
Act section 9, which the National Archive refers to, it is stated that the National Archive may 
make exceptions through consent. This means that the National Archive actually may 
consent to transfer the archive out of the country.      
 
The Norwegian Data Protection Authority was initially sceptical to the use of cloud 
computing, but has gradually become more familiar with the technology and sets reasonable 
criteria’s for how the technology should be used, instead of prohibiting the use of cloud 
computing. We believe that the National Archive has legal latitude to select a similar 
approach. We consider it to be unfortunate that the National Archive chooses not to utilize 
this option, especially considering that the purpose of this provision in the act is to ensure 
that the data is not lost for future generations.  This can be done in a satisfactory manner, by 
laying down requirements relating to the use of cloud computing.  
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The Bookkeeping Act 
 
The provisions of the Bookkeeping Act regarding storage of accounting materials shall also 
apply to accounting materials in municipalities and county authorities’ c.f. the Regulations 
regarding annuals accounts and annual reports (for municipalities and county authorities) 
FOR-2000-12-15-1424 section 2.  
According to the Bookkeeping Act section 13, second paragraph, as a general rule 
accounting materials shall be stored in Norway. This limits the ability to use cloud computing 
where the suppliers does not have servers in Norway. There are however some exceptions, 
accounting material may be stored in Denmark, Sweden and Finland, and in other countries 
by exemptions from the Tax Inspectorate.  
 
Despite the excemptions, the Bookkeeping Act will preclude certain types of cloud 
computing. Part of the reason for this is that the major suppliers often do not offer the 
possibility to store the information in the above mentioned EEA countries, but on servers 
elsewhere in the world. In addition the Tax Inspectorate is restrictive in granting an 
exemption.  
 
3 Main findings in the interviews – Municipalities     
 
During this feasibility study we have carried out in-depth interview of Alta, Narvik and Moss 
municipality. On the basis of these interviews, it is clear that the municipalities have different 
views on the use of cloud computing. 
 
Inter alia, Alta municipality has assessed that it is too expensive to adopt cloud computing, 
because it is not possible to move everything to the cloud, and the IT department in the 
municipality wants to focus on operations and stability of their IT systems. It was also a great 
skepticism to the use of cloud computing because data will be transferred to other countries.  
 
Narvik municipality has however to a great extent taken cloud computing in use, and the use 
of cloud computing is part of their strategy. According to their strategy the use of internet 
based services shall be assessed when it is adequate and cost saving. In their municipality 
they distinguish between what can and cannot be processed in the cloud, sensitive personal 
data shall for example not be processed in the cloud.  
 
There are several reasons why Narvik has taken cloud computing in use, such as; economy, 
standardization, scalability, sharing of resources and flexibility.  
 
Moss municipality has to a great extent placed large parts of their systems into the cloud. 
They believe that in the short term it will not be cost effective to take cloud computing in use, 
however in the long term it will be worthwhile. To be able to implement the project Moss has 
had a close dialogue with the Norwegian Data Protection Authority during the process. Moss 
is of the opinion that the biggest obstacle to get the full benefit of using cloud computing is 
the Archive Act.  
 
To be able to implement cloud computing the municipality has regularly been undertaking a 
risk assessment of the individual elements that has been transferred as they increasingly 
have adopted cloud computing.  
 
4 Main findings in the interviews – Suppliers 
 
In connection with this feasibility study we have also carried out in-depth interviews of four 
suppliers of cloud computing; Evry, Microsoft, Visma and Google Norway.  
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The supplier’s main point of view was that it is a great variation in the municipalities 
regarding their knowledge regarding the use of cloud computing and that it is a varying 
understanding of what cloud computing means. Some of the suppliers believe that there is a 
lot of uncertainty and unfounded perceptions in the municipalities regarding the legality of the 
use of cloud computing and that this is mainly due to fear, uncertainty and doubt. The 
uncertainty around cloud computing does not necessarily have basis in whether the 
legislation allows the use of cloud computing or not. 
The suppliers also expressed clearly that they want to deliver cloud computing to the 
municipalities, and that they to a greater extent than today will deliver services based on 
cloud. Today there is a very small number of public procurement that opens up for the 
supplier’s possibility to offer their cloud services. The way the tender documentation is 
formulated, it will be impossible or difficult for the individual customer to compare the prices 
for cloud computing and IT-services based on a more traditional platform. This makes it 
difficult for the suppliers to offer cloud computing by public procurement. However the 
suppliers have seen that changes has begun to happen in this area, especially in the public 
procurement where the customer enquires functionality instead of technical requirements.  
 
Further the suppliers point out that according to the regulations it is essentially the Archive 
Act which is the biggest problem, this is partly one of the reasons that a couple of the 
suppliers offers storage in Norway instead of in other countries. 
 
5 Guidelines regarding the use of cloud computing 
 
The report also contains guidelines regarding which assessments that should be performed 
when using cloud computing, including; the Personal Data Act’s requirements for the 
assessment of the data to be transferred to the cloud and the risk analysis that has to be 
carried out, security requirements, risk assessments, assessment of country risk etc.   
 
These guidelines specify, among other things, what the municipalities should think about in 
the preparatory phase and at the conclusion of an agreement when procuring cloud 
computing. Moreover what conditions the municipality should especially be aware of 
regarding privacy and the use of cloud computing.  
 
The guidelines also specify the type of information which usually may be relevant to transfer 
to the cloud, such as information of internal administrative nature in the municipality.  
 
Also the requirements in the Personal Data Act to establish and comply with an internal 
control system and security measurements is examined. Among other things, that it is a 
requirement to establish a system for information security, in addition the municipalities has 
to set goals for their information security, which security level they should have and how the 
company should work with risk management. It the company shall adopt cloud computing for 
services, the information security system should include assessments and measures which 
also includes the supplier of the cloud services and their subcontractors – so that whole 
chain of suppliers and not at least subcontractors are covered.  
 
The guidelines also contain a matrix for risk assessment, including an example of a risk table 
and an example of a risk assessment.  
 
These guidelines have been prepared as an assistance tool for the municipalities that can be 
used both in the preparations and the implementation of procurement of cloud computing.  
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6 Summary 
 
It is clear that there is a significant possibility for adopting cloud computing in the municipal 
sector, but this possibility can be made even larger by some changes in the administrative 
practices, particularly at the National Archive. When evaluating whether to adopt cloud 
computing, there are a series of assessments that has to be carried out. 
 
The first thing to do is to identify which sets of rules that are relevant for the information to be 
transferred to the cloud. The way the Archive Act and the Bookkeeping Act are interpreted 
today, it will be easier not to transfer information covered by these regulations. If these 
authorities change their practice, the scope of the information that can be transferred to the 
cloud will increase.  
  
 


